
Children and online safety away from school and college 

All schools and colleges should be doing what they reasonably can to keep all of 

their children safe. In most cases, the majority of children will not be physically 

attending the school or college. It is important that all staff who interact with 

children, including online, continue to look out for signs a child may be at risk. Any 

such concerns should be dealt with as per the child protection policy and where 

appropriate referrals should still be made to children’s social care and as required 

the police. 

The department is providing separate guidance on providing education remotely. It 

will set out 4 key areas that leaders should consider as part of any remote learning 

strategy. This includes the use of technology. Recently published guidance from the 

UK Safer Internet Centre on safe remote learning and from the London Grid for 

Learning on the use of videos and livestreaming could help plan online lessons 

and/or activities and plan them safely. 

 

All schools and colleges should consider the safety of their children when they are 

asked to work online. The starting point for online teaching should be that the same 

principles as set out in the school’s or college’s staff behaviour policy (sometimes 

known as a code of conduct). This policy should amongst other things include 

acceptable use of technologies, staff pupil/student relationships and communication 

including the use of social media.  

 

The policy should apply equally to any existing or new online and distance learning 

arrangements which are introduced. Schools and colleges should, as much as is 

reasonably possible, consider if their  

existing policies adequately reflect the new reality of so many children (and in some 

cases staff) working remotely online. As with the child protection policy, in some 

cases an annex/addendum summarising key COVID-19 related changes may be 

more effective than re-writing/re-issuing the whole policy. The principles set out in 

the guidance for safer working practice for those working with children and young 

people in education settings published by the Safer Recruitment Consortium  

may help schools and colleges satisfy themselves that their staff behaviour policies 

are robust and effective. In some areas schools and colleges may be able to seek 

support from their local authority when planning online lessons/activities and 

considering online safety. 

https://swgfl.org.uk/resources/safe-remote-learning/
https://swgfl.org.uk/resources/safe-remote-learning/
https://static.lgfl.net/LgflNet/downloads/digisafe/Safe-Lessons-by-Video-and-Livestream.pdf
https://static.lgfl.net/LgflNet/downloads/digisafe/Safe-Lessons-by-Video-and-Livestream.pdf
https://www.saferrecruitmentconsortium.org/
https://www.saferrecruitmentconsortium.org/


Schools and colleges should ensure any use of online learning tools and systems is in 

line with privacy and data protection/GDPR requirements. 

An essential part of the online planning process will be ensuring children who are 

being asked to work online have very clear reporting routes in place so they can 

raise any concerns whilst online.  

As well as reporting routes back to the school or college this should also signpost 

children to age appropriate practical support from the likes of: 

• Childline - for support 

• UK Safer Internet Centre - to report and remove harmful online content 

• CEOP - for advice on making a report about online abuse 

Schools and colleges are likely to be in regular contact with parents and carers. 

Those communications should be used to reinforce the importance of children being 

safe online. It will be especially important for parents and carers to be aware of 

what their children are being asked to do online, including the sites they will asked 

to access and be clear who from the school or college (if anyone) their child is going 

to be interacting with online. 

Parents and carers may choose to supplement the school or college online offer with 

support from online companies and in some cases individual tutors. In their 

communications with parents and carers, schools and colleges should emphasise the 

importance of securing online support from a reputable organisation/individual who 

can provide evidence that they are safe and can be trusted to have access to 

children. Support for parents and carers to keep their children safe online includes: 

• Internet matters - for support for parents and carers to keep their children safe 

online 

• London Grid for Learning - for support for parents and carers to keep their 

children safe online 

• Net-aware - for support for parents and careers from the NSPCC 

• Parent info - for support for parents and carers to keep their children safe online 

• Thinkuknow - for advice from the National Crime Agency to stay safe online 

• UK Safer Internet Centre - advice for parents and carers 

 

https://www.gov.uk/government/publications/covid-19-safeguarding-in-schools-colleges-and-other-

providers 

https://www.childline.org.uk/?utm_source=google&utm_medium=cpc&utm_campaign=UK_GO_S_B_BND_Grant_Childline_Information&utm_term=role_of_childline&gclsrc=aw.ds&&gclid=EAIaIQobChMIlfLRh-ez6AIVRrDtCh1N9QR2EAAYASAAEgLc-vD_BwE&gclsrc=aw.ds
https://reportharmfulcontent.com/
https://www.ceop.police.uk/safety-centre/
https://www.internetmatters.org/?gclid=EAIaIQobChMIktuA5LWK2wIVRYXVCh2afg2aEAAYASAAEgIJ5vD_BwE
http://www.lgfl.net/online-safety/
https://www.net-aware.org.uk/
https://parentinfo.org/
http://www.thinkuknow.co.uk/
https://www.saferinternet.org.uk/advice-centre/parents-and-carers
https://www.gov.uk/government/publications/covid-19-safeguarding-in-schools-colleges-and-other-providers
https://www.gov.uk/government/publications/covid-19-safeguarding-in-schools-colleges-and-other-providers

